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1.  Introduction

1.1 
Project Overview

 3D face recognition biometric systems are an emerging technology in the perimeter security access control market.  Advanced Digital Imaging Research (ADIR) specializes in digital image processing algorithm development and plans to enter this access control market with an integrated system.  The concept of a 3D face recognition biometric system has been demonstrated with available technology.  ADIR needs a software solution to interface the disconnected software modules and hardware components that currently exist.
FacePrint is an application that integrates the hardware components and 3D face recognition algorithms into a seamless access control system.  In order to meet end user and customer requirements, FacePrint must accurately identify individuals, be reliable, fast, and user-friendly.
FacePrint will be deployed by ADIR to client sites to control physical access to restricted areas.  The software will run in an automated mode for verification purposes, while Graphical User Interfaces (GUIs) user interfaces will be provided for enrollment and system monitoring and management.
Cougar Systems proposes to create FacePrint and will provide deliverables to include the development documentation, source code, and users/installation manual.  Cougar Systems will also provide project status information as required by ADIR.
2.  Management 
2.1  Roles and Responsibilities

Cougar Systems consists of five developers with a wealth of skills and experience in developing software solutions.  In addition to writing code, each developer also has an additional role of requirements lead, design/user interface lead, implementation lead, database lead and test lead.  The roles and responsibilities of each project participant is shown in Table 1.
	Name
	Roles
	Responsibilities

	Marcus Hervey
	Team leader

Test lead

Developer
	Manage schedule, quality and performance of project

Leads test case/scenario development for whitebox & blackbox testing

	Maithili Kulkarni
	Database lead
Implementation Lead

Developer
	Leads the database development

Leads the code development 

	Dunni Aribuki
	Requirements lead

Developer
	Leads the use case/requirements development and requirements traceability

	Padmini Ranganathan
	Design/User Interface Lead

Developer
	Leads the overall system and user interface design

	James Thigpen
	Implementation Lead

Developer
	Leads the code development

	Don Winkler
	Customer
	Provides user requirements

	Shishir Shah
	Project Sponsor
	Provides project oversight

	Girish
	Project Sponsor
	Provides project oversight

	Vibeesh Bose
	Technical Representative
	Provides system technical requirements


Table 1.  FacePrint Roles and Responsibilities
2.2  Project Milestones

Cougar Systems has identified project milestones as indicated in Table 2.

	Milestone
	Date

	Project Start Date
	9/2006

	Initial Customer Meeting
	9/13/2006

	Software Feasibility Plan Due
	9/20/2006

	Spiral 1 Completion – Prototype 1
	10/11/2006

	Spiral 2 Completion – Prototype 2
	11/1/2006

	Spiral 3 Completion – Interim System
	11/10/2006

	Spiral 4 Completion – Final System
	11/21/2006

	Acceptance Test
	11/23/2006

	Go Live
	11/28/2006

	Project Outbrief/Final Report
	11/29/2006


Table 2.  Project Milestones

2.3  Project Schedule
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Task Name

Duration

Start

Finish

Pred

1

Project Start

1 day

Fri 9/1/06

Fri 9/1/06

2

Initial Customer Meeting

1 day

Wed 9/13/06

Wed 9/13/06

3

Software Feasibility Plan

6 days

Wed 9/13/06

Wed 9/20/06

4

Client Demonstration

1 day

Mon 9/25/06

Mon 9/25/06

5

Spiral Iterations

45 days?

Wed 9/20/06

Tue 11/21/06

6

Spiral 1 Completion - Prototype 1

16 days?

Wed 9/20/06

Wed 10/11/06

11

Spiral 2 Completion - Prototype 2

15 days

Thu 10/12/06

Wed 11/1/06

6

16

Spiral 3 Completion - Interim Solution

7 days

Thu 11/2/06

Fri 11/10/06

11

21

Spiral 4 - Final Solution

7 days

Mon 11/13/06

Tue 11/21/06

16

26

Acceptance Test

1 day

Thu 11/23/06

Thu 11/23/06

5

27

Go Live

1 day

Tue 11/28/06

Tue 11/28/06

26

28

Project Outbrief / Final Report

1 day

Wed 11/29/06

Wed 11/29/06

27

9/10

9/17

3rd Quarter


Table 3.  Project Schedule

2.4 Project Calendar
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Figure 1.  Project Calendar
2.5 Capability versus Spiral Matrix 
	Capability
	Spiral 1
	Spiral 2
	Spiral 3
	Spiral 4

	Interface with trigger unit
	
	X
	
	

	Interface with LCD
	
	X
	
	

	Interface with smart card reader
	
	X
	
	

	Interface with Door Lock
	
	X
	
	

	Acquire Images
	
	X
	
	

	Perform image processing and generate image features
	
	X
	
	

	Perform feature comparison
	
	
	X
	

	Enroll new subjects
	X
	
	
	

	Re-enroll subjects
	
	
	X
	

	Calibrate the system
	
	
	X
	

	Generate reports 
	
	
	X
	

	Determine enrollment expiration
	
	
	X
	

	Store/Retrieve user info from database
	
	
	X
	

	Store/Retrieve user info from smart card
	
	
	X
	

	Security – administrator/operator usage
	
	
	X
	

	1-to-1 Mode of operation
	
	
	
	X

	1-to-Many mode of operation
	
	
	
	X

	Email notification of critical events
	
	
	
	X

	System operator/administrator user management
	
	
	
	X

	Interface with Multiple Access Systems
	
	
	
	X

	Ability to perform ad hoc queries
	
	
	
	X

	Customer Feedback/Survey
	
	
	
	X


Table 4.  Capability versus Spiral Matrix
2.6  Use Case versus Spiral Matrix
	Use Cases
	Spiral 1
	Spiral 2
	Spiral 3
	Spiral 4

	Use Case 1: Get Enrolled / Performed Identification
	X
	X
	
	

	Use Case 2: Get Identified / Perform Identification
	
	X
	
	

	Use Case 3: Get Verified / Perform Verification
	
	X
	
	

	Use Case 4: Database Maintenance
	
	X
	
	

	Use Case 5: Re-Enrollment
	
	
	X
	

	Use Case 6: Perform Calibration
	
	
	X
	

	Use Case 7: Generate Reports
	
	
	
	X

	Use Case 8: Grant Access for Special Cases
	
	
	
	X


Table 5.  Use Case versus Spiral Matrix
2.7  Risk Table
Every project had risks associated with it.  Table 3 displays the risks that Cougar Systems has identified for the FacePrint project.

	Risks
	Probability
	Impact
	Mitigation Plan

	Integration of FacePrint with hardware
	High
	Severe
	Test early and often

	Integration of FacePrint (in C#) with some dlls written in Java
	High
	Severe
	Be prepared to write wrapper classes to make it compatible

	Communication with customer
	Medium
	Severe
	Be accessible to the customer in as many forms as possible

	Reliability of libraries
	Medium
	Moderate
	Test functionality of libraries as early as possible

	Personnel skills
	Medium
	Low
	Limit scope, begin development as early as possible


Table 6.  FacePrint Risk Table

2.8  Visibility Plan


Cougar Systems will communicate with the client and report progress primarily via email and telephone.  If necessary, Cougar Systems will meet with ADIR personnel in person.  Cougar Systems will provide a status report to ADIR, as required, and will notify ADIR personnel of any drastic events that may cause a major change to the schedule.

2.9  Team Communication

Cougar Systems will communicate within the team via Yahoo Groups, email, phone in addition to meeting from 7:00-8:00PM every Monday and Wednesday.  Cougar Systems will meet at other unspecified times as necessary to achieve the objectives of the project.

2.10  Test Plan

Effective testing is essential to developing and deploying a system that meets customer and end user requirements.  Test scenarios and test cases will be developed to trace back through the design to the originating requirements.  Defects identified during test will be managed and communicated to the customer for assistance in prioritization of work-off.
2.11  Justification of Approach
2.11.1  Software Engineering Development Methodology

Cougar Systems has determined that the spiral development methodology will be most effective in completing this project.   Spiral development will allow for the iterative development of FacePrint while effectively managing project risks.
2.11.2  Programming Language and Framework Used

To best meet ADIR’s requirements, Cougar Systems had chosen to develop in the C# programming language using Visual Studio 2005 and the .NET framework environment.

Visual Studio has superior Graphical User Interface (GUI) development tools when compared to most Java development environments.  This will enable faster generation of observable prototypes early in the software development process.  From performance standpoint, where the entire verification process has to take place in 15 seconds, we decided C# could be a better choice than Java.  The majority of verification computation time takes place in the client DLLs.  Most of the DLLs are in C++, in which case C# would interface with those DLLs better than Java would.  
During our customer meeting with ADIR’s representative, we had discussed about our choice of development platform and we found that it would not be an issue. 
( Please refer Risks section about this )

2.11.3  Database Requirements

Cougar Systems has chosen to integrate the FacePrint with Microsoft SQL 2005 Express Edition.  Microsoft SQL 2005 Express Edition is favorable because it is redistributable (a license is required but the process is painless) and it will integrate seamlessly with the other chosen development tools.  Searching through the database can be made faster using indexing techniques to compensate for slow performance, making it comparable with performance anticipated from a more expensive Oracle database.  SQL 2005 Express Edition comes packaged with a GUI for better ease of use, making it a better choice when compared with open source databases such as MySQL.  Third party GUIs available for MySQL have different capabilities and are not as robust as SQL 2005 Express Edition.
2.11.4  Hardware Requirements

Cougar Systems will be targeting application development towards a system with dual core processors running at least 2 GHz with 1GB of RAM to enable the database and image processing algorithms to run side by side without swapping.  A system with these requirements will provide ample processing power and enable multiple image processing threads to run concurrently in order to facilitate multiple machines being controlled by the same FacePrint system.   An efficient search algorithm with indexing with this hardware requirement should be sufficient to address the performance requirements.
3.  Requirements
3.1  System Requirements

3.1.1 Operating System

3.1.1.1  FacePrint shall operate on a Windows-based platform.

3.1.2  Hardware Requirements

3.1.2.1  FacePrint shall operate on a system with dual core processors running at least 
2 GHz with 1GB of RAM.
3.2  User Requirements
3.2.1.  Enrollment

3.2.1.1  FacePrint shall acquire the picture of the subject.

3.2.1.2  FacePrint shall make measurements of facial features of the subject.

3.2.1.3  FacePrint shall make provision for adding identity text.

3.2.1.4  FacePrint shall store subject features in a database.

3.2.1.5  FacePrint should allow a System Administrator to add/delete a subject from the 
Employee database.

3.2.1.6  FacePrint should allow a Monitor to add/delete a subject from the Employee 
database.

3.2.1.7  FacePrint shall allow for re-enrollment of previously enrolled subjects.

3.2.2.  Verification

3.2.2.1  FacePrint shall read subject identification data from an access control card.

3.2.2.2  FacePrint shall acquire the picture of the subject.

3.2.2.3  FacePrint shall make facial feature measurements of the subject.

3.2.2.4  FacePrint shall compare the new facial feature measurements of the subject 
with facial feature measurements of the subject stored in the database.

3.2.2.5  If a match is found, FacePrint shall report to individual that access is granted, 
otherwise, FacePrint shall report that access is denied.

3.2.2.6  Faceprint shall trigger the door latch to open if access is granted, otherwise, 
FacePrint shall keep the door closed.

3.2.3.  Identification

3.2.3.1  FacePrint shall sense the presence of a subject trying to access the secure 
area.

3.2.3.2  FacePrint shall acquire the picture of the subject.

3.2.3.3  FacePrint shall make measurements of facial features of the subject.

3.2.3.4  FacePrint shall compare the new facial feature measurements of the subject to 
facial feature measurements stored in the database.

3.2.3.5  If a match is found, FacePrint shall report to individual that access is granted, 
otherwise, FacePrint shall report that access is denied.

3.2.3.6  Faceprint shall trigger the door latch to open if access is granted, otherwise, 
FacePrint shall keep the door closed.

3.2.4.  Reports

3.2.4.1  FacePrint should provide reports/logs of accesses granted and the 
corresponding time.

3.2.4.2  FacePrint shall provide reports/logs of accesses denied.

3.2.5.  Security

3.2.5.1 Access to the FacePrint user interface and database shall be provided to a System Administrator /System Monitor using a login ID and password.

3.3  Non-Functional User Requirements

3.3.1.  Accuracy

3.3.1.1  FacePrint should have an Acceptance Rate of 99.5%.  

3.3.1.2  FacePrint shall accurately grant subjects access to the secure area only when a 
match is found between the subject’s feature measurements and the feature measurements stored in the database.  
3.3.1.3  FacePrint shall not allow unauthorized subjects access to the secure area.

3.3.2.  Reliability

3.3.2.1  FacePrint should be available for access control 95% of the time.

3.3.3.  Performance

3.3.3.1  FacePrint shall perform identification/verification, right from the stage of image 
capture to door-strike within 10 seconds.  
3.3.4. Ease of Use

3.3.4.1  The FacePrint Monitor/System Administrator shall be able to use the system 

after an hour of training.
3.4  Requirements versus Use Case Traceability Matrix
	
	Use Cases

	Requirement
	UC1
	UC2
	UC3
	UC4
	UC5
	UC6
	UC7
	UC8

	3.1.1.1
	X
	X
	X
	X
	X
	X
	X
	X

	3.1.2.1
	X
	X
	X
	X
	X
	X
	X
	X

	3.2.1.1
	X
	
	
	
	
	
	
	

	3.2.1.2
	X
	
	
	
	
	
	
	

	3.2.1.3
	X
	
	
	
	
	
	
	

	3.2.1.4
	X
	
	
	
	
	
	
	

	3.2.1.5
	X
	
	
	
	
	
	
	

	3.2.1.6
	X
	
	
	
	
	
	
	

	3.2.1.7
	
	
	
	
	X
	
	
	

	3.2.2.1
	
	X
	
	
	
	
	
	

	3.2.2.2
	
	X
	
	
	
	
	
	

	3.2.2.3
	
	X
	
	
	
	
	
	

	3.2.2.4
	
	X
	
	
	
	
	
	

	3.2.2.5
	
	X
	
	
	
	
	
	

	3.2.2.6
	
	X
	
	
	
	
	
	

	3.2.3.1
	
	
	X
	
	
	
	
	

	3.2.3.2
	
	
	X
	
	
	
	
	

	3.2.3.3
	
	
	X
	
	
	
	
	

	3.2.3.4
	
	
	X
	
	
	
	
	

	3.2.3.5
	
	
	X
	
	
	
	
	

	3.2.3.6
	
	
	X
	
	
	
	
	

	3.2.4.1
	
	
	
	
	
	
	X
	

	3.2.4.2
	
	
	
	
	
	
	X
	

	3.2.5.1
	
	
	
	X
	
	
	
	

	3.3.1.1
	
	X
	X
	
	
	
	
	

	3.3.1.2
	
	X
	X
	
	
	
	
	

	3.3.1.3
	
	X
	X
	
	
	
	
	

	3.3.2.1
	X
	X
	X
	X
	X
	X
	X
	X

	3.3.3.1
	
	X
	X
	
	
	
	
	

	3.3.4.1
	X
	
	
	X
	X
	X
	X
	X


Table 7.  Requirements versus Use Cases Traceability Matrix

4.  Requirement Analysis Models
4.1 Data Model Diagram
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Figure 2.  Context Level Data Flow Diagram
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Figure 3.  Level 1 Data Flow Diagram
4.2 State Diagram
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Figure 4.  State Diagram
4.3 Sequence Diagram
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Figure 5.  Sequence Diagram
4.4 Use Cases

FacePrint currently recognizes three types of user roles with unique functions.  An individual may have more than one role.  The three types of roles include: the subject, monitor and system administrator.  Support for visitors will not be accommodated in this version of FacePrint.

FacePrint’s support for the three types of roles is shown in Figure 1.  The use cases for FacePrint are as follows:

[Subject]
a. Get enrolled in the system 

b. Get identified

c. Get verified
[Monitor]
d. Respond to help call 

e. Generate Reports
f. Grant access special cases
[System Administrator]
g. Execute enrollment process 

h. Maintain central database and resolve the software related or database related issues

i. Perform re-enrollment
j. Perform Calibration

[image: image11]
Figure 6.  FacePrint Use Case Diagram
a) Use Case 1:  Get Enrolled / Perform Enrollment 

	Use case name:
	Get Enrolled / Perform Enrollment 

	Brief description:
	The employees that need to have access to the secure area need to get enrollment into the system for the first time.

	Primary actor:
	Subject

	Secondary actor:
	System Administrator

	Preconditions: 


	It has been verified that the person willing to get enrolled is an authorized employee of the organization and has access to the secure area

	Flow of events:
	

	Basic flow:


	1. The user notifies the system administrator of her arrival for enrollment

2. The user arrives at the enrollment center with the identification card (employee id on it)

3. The user stands on the mat placed in front of the access door.

4. The system senses that someone is willing to enter the secure area and changes the mode of the system from hibernate to active

5. The display indicates user to swipe the card in the card reader.

6. The software creates a new entry in the database against the identification number of the user and stores her image measurements

7. The display indicates the user to face the camera

8. The image measurements are captured and stored in the database against user’s identification number

9. The display indicates the user the end of the process.

	Alternative flow:


	At step 2, if the user doesn’t have the identification card on her, she has to press the help button to convey the identification number to system administrator and the process jumps to step 6.

At step 8, if the user is encountered to have worn glasses or hat, she is informed to remove them and then face the camera.

	Special requirements: 
	(optional)

	Post-condition: 

	The user image measurements are captured and stored in the database against her identification number to get access in the secure area

	Extension-points: 
	(optional)


b) Use Case 2: Get Identified / Perform Identification
	Use case name: 
	Get Identified / Perform Identification

	Brief description:
	Once the enrollment process over, the user can enter the secure area if identified by the system

	Primary actor:
	Subject

	Secondary actor:
	Monitor

	Preconditions:
	The person seeking to enter the secure area has been enrolled already in the system and the user doesn’t have identification card on her to enter the secure area

	Flow of events:
	

	Basic flow:


	1. The user arrives at the access door

2. The user stands on the mat in front of the access to door

3. The system senses that someone is willing to enter the secure area and changes the mode of the system from hibernate to active

4. The display indicates the user to swipe the card the on the card reader.

5. As the user doesn’t have the identification card on her she waits. The system waits for 5 seconds for card.

6. The system assumes the card is unavailable and display indicates user to face the camera.

7. The camera captures the image measurements

8. The system develops the 3D face model from the images measurements acquired

9. The system fetches the image measurements from the database for each entry.

10. The system develops the face model from the currently fetched image measurements.

11. The system compares the two face models. The comparison process continues till the match is found

12. If the match is found, the display indicates that the access has been granted to the user

13. The system triggers the door latch to open

14. The monitor monitors the entry to prevent tail-gating

15. The door opens

16. The user enters the secure area

17. The door behind the user closes and locks itself.

	Alternative flow:


	At step 7, if the user is observed of wearing glasses or hat the display directs user to remove them and the process continues.

At step 12, if there is no match found the access denied to the user and the door remains locked.

	Special requirements: 
	(optional)

	Post-condition:  
	The user is either identified and given access or denied access.

	Extension-points:
	(optional)


c) Use Case 3: Get Verified / Perform Verification
	Use case name:
	Get Verified / Perform Verification

	Primary actor:
	Subject

	Secondary actor:
	Monitor

	Brief description:
	Once the enrollment process over, the user can enter the secure area if verified by the system

	Preconditions:
	The person seeking to enter the secure area has been enrolled already in the system and the user doesn’t have identification card on her to enter the secure area

	Flow of events:
	

	Basic flow:
	1. The user arrives at the access door

2. The user stand on the mat in front of the access to door

3. The system senses that someone is willing to enter the secure area and changes the mode of the system from hibernate to active

4. The display indicates the user to swipe the card the on the card reader.

5. The user swipes the card

6. The system stores the identification number from the card swiped

7. The display indicates the user to face the camera

8. The camera captures the image measurements

9. The system develops the 3D face model from the images measurements acquired

10. The system fetches the image measurements from the database against the identification number from the card

11. The system develops the face model from the stored image measurements.

12. The system compares the two face models. 

13. If the match is found, the display indicates that the access has been granted to the user

14. The system triggers the door latch to open

15. The monitor monitors the entry to prevent tail-gating

16. The door opens

17. The user enters the secure area

18. The door behind the user closes and locks itself.

	Alternative flow:


	At step 8, if the user is encountered have worn glasses or hat, she is informed to remove them and then face the camera.

At step 13, if the match is not found the access is denied and the door remains locked.

	Special requirements:
	(optional)

	Post-condition: 

	The user is verified and is granted the access to the secure area or denied the access to verification failure.

	Extension-points:
	(optional)


d) Use case 4:  Database Maintenance
	Use case name:  
	Database Maintnenance

	Brief description:
	Creation of database for storing the image measurements of the employee and maintaining the database is controlled by system administrator

	Primary actor: 
	System Administrator

	Secondary actor:
	

	Preconditions:
	The system administrator has all the privileges to handle the central database.

	Flow of events:
	

	Basic flow:


	1. There is some error being reported from the user and the analysis indicates that the database has been acting weird

2. The system administrator analyzes the database and resolves the issue

	Alternative flow:


	At the step 1, there are no error reported but it is time to update the database version. So the administrator keeps the system off for a day. First, he takes a backup of the database. Then he updates the version of the database. Once the other maintenance activities over and there are no errors the system is restored back to normal.

	Special requirements: 
	(optional)

	Post-condition: 


	The database maintenance activity is performed at specific duration.

	Extension-points:
	 (optional)




e) Use Case 5:  Re-enrollment
	Use case name:  
	Re-enrollment

	Brief description:
	After a specific period, the image measurements of the previously enrollment employees need to captured again to take into account the age, hair style and hair color factors into consideration.



	Primary actor: 
	System Administrator

	Secondary actor:
	

	Preconditions:
	The employees were previously enrolled in the system.

	Flow of events:
	

	Basic flow:
	1. The users are notified of the re-enrollment day and have been allotted the specific session times.

2. The user arrives with their identification card at the enrollment center.

3. The user stands on the mat placed in front of the access door.

4. The system senses that someone is willing to enter the secure area and changes the mode of the system from hibernate to active

5. The display indicates user to swipe the card in the card reader.

6. The software updates in the database against the identification number of the user to update the image measurements of her

7. The display indicates the user to face the camera

8. The image measurements are captured and stored in the database against user’s identification number

9. The display indicates the user the end of the process.

	Alternative flow:


	At step 5, if the user doesn’t have the identification card on her, she has to press the help button to convey the identification number to system administrator and the process jumps to step 6.

At step 8, if the user is encountered have worn glasses or hat, she is informed to remove them and then face the camera.

	Special requirements: 
	(optional)

	Post-condition: 
	The re-enrollment process is complete.

	Extension-points:
	(optional)

	
	


f) Use Case 6: Perform Calibration
	Use case name:  
	Perform Calibration

	Brief description:
	The cameras that capture the images for the subject have to maintain the quality and the accuracy of the images everyday. To ensure this, the collaboration of the camera system is to be performed.


	Primary actor: 
	System Administrator

	Secondary actor:
	Monitor

	Preconditions:
	

	Flow of events:
	

	Basic flow:
	1. Login into the system as System Administrator
2. Click the “Calibration” button on the main screen
3. Indicate “Please wait – Performing Calibration” on the display screen

4. Log out of the system

	Alternative flow:


	At step 2, if the administrator login fails, the system keeps asking for the valid user-id and password until the login is successful.

	Special requirements: 
	(optional)

	Post-condition: 
	Calibration process is complete.

	Extension-points:
	(optional)


g) Use Case 7: Generate Reports
	Use case name:  
	Generate Reports 

	Brief description:
	It can be required to view the details of the people who entered the secure area in a day, people who are currently inside the secure area and the people who have been denied the access. To achieve these goals, “Generate Reports” functionality is to implemented.


	Primary actor: 
	System Administrator

	Secondary actor:
	Monitor

	Preconditions:
	

	Flow of events:
	

	Basic flow:
	1. Login into the system as System Administrator
2. Click the “Generate Report” button on the main screen
3. Go to the designated folder on the hard disks for storing the generated reports.

4. Log out of the system

	Alternative flow:


	At step 2, if the administrator login fails, the system keeps asking for the valid user-id and password until the login is successful.

At step 4, if the report generation failed redo the process.

	Special requirements: 
	(optional)

	Post-condition: 
	Collaboration process is complete.

	Extension-points:
	(optional)


h) Use Case 8: Grant Access for Special Cases
	Use case name:
	Grant Access for Special Cases

	Brief description:
	If there is visitor or if there is physically challenged person seeking access to the secure area the Monitor has to triggers the door open activity.

	Primary actor:
	Monitor

	Secondary actor:

	Subject

	Preconditions:
	The visitor or the physically challenged person are approved to enter by some personnel or are escorted by some authorized officials.

	Flow of events:
	

	Basic flow:


	1. The special privileged user arrives at the door

2. The monitor is already informed about the special access.

3. The Monitor walks up to the access door. Also he verifies the Special Tag that has been handed over to the users.

4. Once verified the monitor opens the door for the users.

	Alternative flow:


	At the step 3, the special privileged users are accompanied by the authorized personnel. Then the authorized user can swipe the card in the card reader and get verified as indicated in the use case (c)

	Special requirements:
	(optional)

	Post-condition: 
	The malicious activity is prevented.

	Extension-points:
	(optional)


5.  Preliminary Design
5.1  Database Design
[image: image12.emf]
Figure 7.  Entity-Relationship Diagram
5.1.1  Table “AuthEmpFaceRecognition”

This table is used to store the employees authorized inside the area that require authorized access.

Important columns:

ImgFileLocationXML – it stores the path to the XML file that contains the image measurements from the employee images captured during enrollment

ModelFileLocationX3D – it stores the path to the file that contains the details of the face model generated from the image measurements

LatestEntry – this column indicates the most recent date and time the employee entered the secure area

5.1.2  Table “Employees”

This table acts as the central employee information.

Important columns:

Role – this column indicates if the employee is the subject, system administrator, the monitor or normal employee

3Daccess – this column indicates if the employee has access to the authorized area, like ‘Yes’ or ‘No’

5.2  Data Dictionary

	Table Name
	Attribute Name
	Type
	Key

	Employees
	EmployeeID
	CHAR
	Primary

	
	LastName
	CHAR
	

	
	FirstName
	CHAR
	

	
	Title
	CHAR
	

	
	TitleOfCourtesy
	CHAR
	

	
	BirthDate
	DATE
	

	
	HireDate
	DATE
	

	
	Address
	CHAR
	

	
	City
	CHAR
	

	
	Region
	CHAR
	

	
	PostalCode
	CHAR
	

	
	Country
	CHAR
	

	
	HomePhone
	CHAR
	

	
	Extension
	CHAR
	

	
	Photo
	CHAR
	

	
	Notes
	NUM
	

	
	ReportsTo
	NUM
	

	
	PhotoPath
	DATE
	

	
	Role
	CHAR
	

	AuthEmpFaceRecognition
	EmployeeID
	CHAR
	Primary

	
	EmpFirstName
	CHAR
	

	
	EmpLastName
	CHAR
	

	
	DateEnrolled
	CHAR
	

	
	EnrolledBy
	CHAR
	

	
	ImgFileLocationXML
	CHAR
	

	
	ModelFileLocationX3D
	CHAR
	

	
	LatestEntry
	DATE
	


Table 8.  Data Dictionary
5.3  User Interface Preliminary Design

[image: image13]
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Figure 9.  Proposed layouts for System Administrator User-Interface


[image: image15]
Figure 10. Proposed layout for Monitor User Interface
5.4  Model-View-Controller Diagram
The goal of the MVC design pattern is to separate the application object (model) from the way it is represented to the user (view) from the way in which the user controls it (controller). 

· The Model object knows about all the data that need to be displayed. It also knows about all the operations that can be applied to transform that object. In our project, for instance the camera object captures all the feature vectors of the subject. It has all functionality to manipulate that data.  

· The Controller object knows about the physical means by which users manipulate data within the model. A controller translates interactions with the view into actions to be performed by the model. In our project, Camera Controller object would capture the image when the subject is ready and passes it to the Camera model for storage or comparison.

· The View object refers to the model. It accesses enterprise data through the model and specifies how that data should be presented. In our project, the display object would perform this role. 

The benefits of the MVC include:
· Multiple views using the same model: The separation of model and view allows multiple views to use the same enterprise model. It becomes easier to implement and test, when the presentation changes.

· Easier support for new types of clients: When different types of  card reader are used, we need to write different controller and use the same model
· Clarity of design: By glancing at the model's public method list, it should be easy to understand how to control the model's behavior.  By this approach, we are making it easier to implement and maintain.

· Finally, efficient modularity, ease of evolution are other benefits of this approach.

The following figure depicts how the various objects interact in MVC pattern. A complete MVC diagram will be provided in subsequent phases of the project.
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Reference : http://en.wikipedia.org/wiki/Image:ModelViewControllerDiagram.png
Figure 11. Model-View-Controller Diagram

6.  Prototype

A prototype was developed to simulate some of the features of the display that a subject would see throughout the access control process.  The prototype also included a User Interface with functionality to enroll a subject in the employee database and print a report to the screen listing the subjects in the employee database.  A snapshot of the prototype is shown in Figure 12.

[image: image17]
Figure 12.  Prototype Snapshot
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