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1.  Introduction

1.1 
Project Overview

 3D face recognition biometric systems are an emerging technology in the perimeter security access control market.  Advanced Digital Imaging Research (ADIR) specializes in digital image processing algorithm development and plans to enter this access control market with an integrated system.  The concept of a 3D face recognition biometric system has been demonstrated with available technology.  ADIR needs a software solution to interface the disconnected software modules and hardware components that currently exist.
FacePrint is an application that integrates the hardware components and 3D face recognition algorithms into a seamless access control system.  In order to meet end user and customer requirements, FacePrint must accurately identify individuals, be reliable, fast, and user-friendly.
FacePrint will be deployed by ADIR to client sites to control physical access to restricted areas.  The software will run in an automated mode for verification purposes, while Graphical User Interfaces (GUIs) user interfaces will be provided for enrollment and system monitoring and management.
Cougar Systems proposes to create FacePrint and will provide deliverables to include the development documentation, source code, and users/installation manual.  Cougar Systems will also provide project status information as required by ADIR.
1.2
Development Methodology

Cougar Systems has determined that the spiral development methodology will be most effective in completing this project.   Spiral development will allow for the iterative development of FacePrint while effectively managing project risks.
2.  System Requirements

2.1  Operating System

ADIR has specified that FacePrint operate on a Windows-based platform.  This will allow:

· Ease of installation and administration

· Commonality with ADIR’s potential client systems

· Wide-spread customer expertise
2.2  Programming Language and Framework Used

To best meet ADIR’s requirements, Cougar Systems had chosen to develop in the C# programming language using Visual Studio 2005 and the .NET framework environment.
Visual Studio has superior Graphical User Interface (GUI) development tools when compared to most Java development environments.  This will enable faster generation of observable prototypes early in the software development process. 

2.3  Database Requirements

Cougar Systems has chosen to integrate the FacePrint with Microsoft SQL 2005 Express Edition.  Microsoft SQL 2005 Express Edition is favorable because it is redistributable (a license is required but the process is painless) and it will integrate tightly with the other chosen development tools.
2.4  Other Tools Used

Cougar Systems will also use several CASE tools such as SVN for our code repository, Cruise Control for automated builds, and NUnit for unit testing. 

These tools together will help us to use a process called “Continuous Integration” which will enable a certain level of Quality Assurance while we develop the system by continually testing and retesting systems and modules as they are updated in the code repository. 

2.5  Minimum Hardware Requirements

Cougar Systems will be targeting application development towards a system with dual core processors running at least 2 GHz with 1GB of RAM to enable the database and image processing algorithms to run side by side without swapping.  A system with these requirements will provide ample processing power and enable multiple image processing threads to run concurrently in order to facilitate multiple machines being controlled by the same FacePrint system.
Storage requirements should not be too demanding, so any modern hard drive will suffice.  Disk Input/Output should not be a bottleneck either since the process is CPU bound by the image analysis routines.
3.  Management 
3.1  Roles and Responsibilities
Cougar Systems consists of five developers with a wealth of skills and experience in developing software solutions.  In addition to writing code, each developer also has an additional role of requirements lead, design/user interface lead, implementation lead, database lead and test lead.  The roles and responsibilities of each project participant is shown in Table 1.
	Name
	Roles
	Responsibilities

	Marcus Hervey
	Team leader

Test lead

Developer
	Manage schedule, quality and performance of project
Leads test case/scenario development for whitebox & blackbox testing

	Maithili Kulkarni
	Database lead
Implementation Lead

Developer
	Leads the database development

Leads the code development 

	Dunni Aribuki
	Requirements lead
Developer
	Leads the use case/requirements development and requirements traceability

	Padmini Ranganathan
	Design/User Interface Lead
Developer
	Leads the overall system and user interface design

	James Thigpen
	Implementation Lead
Developer
	Leads the code development

	Don Winkler
	Customer
	Provides user requirements

	Shishir Shah
	Project Sponsor
	Provides project oversight

	Girish
	Project Sponsor
	Provides project oversight

	Vibeesh Bose
	Technical Representative
	Provides system technical requirements


Table 1.  FacePrint Roles and Responsibilities
3.2  Project Milestones

Cougar Systems has identified project milestones as indicated in Table 2.
	Milestone
	Date

	Project Start Date
	9/2006

	Initial Customer Meeting
	9/13/2006

	Software Feasibility Plan Due
	9/20/2006

	Project Plan / Requirements Document
	10/11/2006

	Design Plan
	11/1/2006

	Spiral 1 Completion – Prototype
	11/3/2006

	Spiral 2 Completion – Interim System 
	11/10/2006

	Spiral 3 Completion – Final System
	11/21/2006

	Acceptance Test
	11/23/2006

	Go Live
	11/28/2006

	Project Outbrief/Final Report
	11/29/2006


Table 2.  Project Milestones
3.2 Risk Table
Every project had risks associated with it.  Table 3 displays the risks that Cougar Systems has identified for the FacePrint project.

	Risks
	Probability
	Impact
	Mitigation Plan

	Integration of software with hardware
	High
	Severe
	Test early and often

	Communication with customer
	Medium
	Severe
	Be accessible to the customer in as many forms as possible

	Reliability of libraries
	Medium
	Moderate
	Test functionality of libraries as early as possible

	Personnel skills
	Medium
	Low
	Limit scope, begin development as early as possible


Table 3.  FacePrint Risk Table

3.3  Visibility Plan


Cougar Systems will communicate with the client and report progress primarily via email and telephone.  If necessary, Cougar Systems will meet with ADIR personnel in person.  Cougar Systems will provide a status report to ADIR, as required, and will notify ADIR personnel of any drastic events that may cause a major change to the schedule.
3.4  Team Communication

Cougar Systems will communicate within the team via Yahoo Groups, email, phone in addition to meeting from 7:00-8:00PM every Monday and Wednesday.  Cougar Systems will meet at other unspecified times as necessary to achieve the objectives of the project.

3.5  Test Plan

Effective testing is essential to developing and deploying a system that meets customer and end user requirements.  Test scenarios and test cases will be developed to trace back through the design to the originating requirements.  Defects identified during test will be managed and communicated to the customer for assistance in prioritization of work-off.
4.  Detailed Requirement Plan
4.1 Use Cases
FacePrint currently recognizes three types of user roles with unique functions.  An individual may have more than one role.  The three types of roles include: the subject, monitor and system administrator.  Support for visitors will not be accommodated in this version of FacePrint.

FacePrint’s support for the three types of roles is shown in Figure 1.  The use cases for FacePrint are as follows:

a. Get enrolled in the system [Subject]
b. Get identified

c. Get verified

d. Respond to help call [Monitor]
e. Generate Reports
f. Grant access special cases

g. Execute enrollment process [System Administrator]
h. Maintain central database and resolve the software related or database related issues

i. Perform re-enrollment
j. Perform Calibration
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Figure 1.  FacePrint Use Case Diagram
4.2  User Interface (UI) Requirements

     
The system administrator and monitor would need an intuitive desktop UI to manage the FacePrint once it has been deployed at an ADIR client facility.  The subject who wants to gain access to a facility would be guided by messages sent to the display system.  
4.2.1  User Interface Details
The system administrator will provide their user-id and password to log-in to the FacePrint administrative panel.  Two core modules will provide features to perform administration and generate reports.  
· Administration:

1. Enrollment/Edit/delete of an employee

2. Manual Verification: In case the system does not allow a person who is authorized to enter (say, because of facial hair), the system- administrator instructs a door-strike after verifying the credentials.

3. Identification

4. Assist in re-enrollment

5. Database Maintenance

· Reports/logs:

1. Report subject time entered facility on that day

2. Report of subjects who were present on any day
3. Report on subject denial and/or false identification.
4.2.2  Look and Feel
     
Cougar Systems plans to design a user-interface that does not require any rigorous on-line help.  FacePrint will be designed to be as intuitive as possible.  
4.3  Non-functional Requirements
Three primary non-functional requirements have been communicated by ADIR to include: a) Accuracy, b) Reliability, c) Performance.  Although, not specifically mentioned by ADIR, FacePrint will also be designed to be secure as it is will be used for access control. 
Accuracy: 
FacePrint aims to match the face of the person trying to enter the premises with the one available in the database.  The individual should be classified as an authorized person if and only if the current image and the image available in the database match accurately.  This calls for an efficient classification algorithm.

Reliability:
 
While the purpose of the access control system is to prevent access to unauthorized users, it should be able to allow the authorized employees all the time. Failure to permit the employees would jeopardize the organization.  Hence a failure –free reliable system is expected, if possible with no down time.  Looking the other way round, the system should never allow an unauthorized person into the premises, as this violates the very fundamental requirement of the access control system
      Performance:

The whole process of access control, right from the stage of image capture to door-strike should not take more than 10 seconds. This means that if the person has swiped a card, the details should be immediately pulled up for comparison. If the person has not swiped the card, it would mean that the image needs to be quickly compared against all those in the database. An efficient methodology is needed to implement this feature. 

5.  Deployment and Maintenance Plan
5.1  Deployment Plan

FacePrint will be deployed by ADIR personnel to their client facilities.  Cougar Systems will provide training on the installation and operation of FacePrint in addition to providing an Installation/Users Guide.

5.2  Maintenance Plan
Maintainable code is one of the goals of the project. In order to accommodate changing requirements, maintainable software is a must. The probability of introducing errors if code is changed will be kept low. We are trying to achieve this by following some of the pragmatic programming principles such as:
· Isolating the presentation from the content, 

· Loosely coupled, but highly cohesive components.

· Unit testing of all classes – (this will serve as  documentation as well)

· Making sure that the basic building blocks are extensible

· And by following the other recommended coding practices
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